Proceedings of the 19th ACSC Conference,Melbourne, Australia, January 31-February 2 1996.Experiences with the Implementation of a Process Migration Mechanismfor AmoebaChris Steketee, Piotr Socko� and Bartosz Kiepuszewski�Advanced Computing Research Centre,School of Computer and Information Science,University of South Australia, The Levels SA 5095Chris.Steketee@cis.unisa.edu.au� Visiting from Institute of Informatics, Department of Mathematics, Informatics and Mechanics, WarsawUniversity, Poland. {sociek, bartek}@mimuw.edu.plAbstractWe describe our experiences with the implementationof a process migration mechanism for the distributedoperating system Amoeba. After describing our de-sign goals, we present our implementation forAmoeba. Though our goals have very largely beenmet, we have fallen short of the goal of completetransparency, and we discuss the consequences ofthat. We also present performance figures, indicatingthat the speed of process migration is limited only bythe throughput of the network adapters used in ourconfiguration, and that the overhead is comparable tothat of process creation. We conclude with a reviewof the degree to which our design goals have beenmet, and discussion of the lessons learnt.Keywords process migration, distributed operatingsystems, performance.1IntroductionProcess migration is the movement of an executingprocess from one host processor in a distributed com-puting system to another. This paper describes ourexperiences in implementing process migration for thedistributed operating system Amoeba.Our main interest in process migration is to assessits applicability to load balancing, to allow experimen-tal assessment of the performance of various load bal-ancing algorithms.In previous papers, we presented the design of aprocess migration mechanism for Amoeba, giving theresults of a prototype implementation˚[1], and reportedthe results of preliminary load balancing studies usingthe prototype˚[2, 3]. The conclusions of these studies,like earlier results˚[4-6], were equivocal about theusefulness and applicability of process migration toload balancing. An important factor (not surprisingly)is the performance of the process migrationmechanism - the elapsed time to migrate a process,and the amount of overhead imposed.Since then, we have completed a full implementa-tion of process migration based on the same design,and have begun further load balancing studies usingthe new implementation. The new implementationdiffers from the prototype in two important respects -it has much better performance, and it deals properlywith the migration of processes engaged in communi-cation. This paper concentrates on this implementa-tion, presents performance results, and has somecomments to make about the lessons learned. A futurepaper will present the new load balancing studies.2Overview of process migrationThe term process migration means the movement ofan executing process from one host processor (thesource) to another (the destination), followed by itscontinued execution on the destination. It is to be dis-tinguished from process placement, which is the selec-tion of a host for a new process and the creation of theprocess on that host. Both facilities may be used forload balancing, but it is the former which is the subjectof this paper.Process migration has been the subject of a consid-erable amount of research, and there have been anumber of implementations reported in the litera-ture˚[7-18]. Applications of process migration includedynamic load balancing (spreading load more evenlyover a set of hosts), improved reliability (allowinglong running processes to survive the plannedshutdown or impending failure of a host), andimproved access performance (for example moving asmall process to the site of a large data file)˚[19-21].Process migration is considerably more difficult toimplement than process placement, since it involves aprocess in a state of execution. Migrating a processrequires suspending the process on the source host,extracting its state, transmitting the state to the desti-nation, reconstructing the state on the destination, re-suming the process�s execution on the destination, anddeleting the process on the source. This sequence ofevents should be controlled in such a way that if itdoes not complete successfully, the process can con-tinue its execution safely on the source host. All thisshould be done while keeping the overhead of processmigration comparable with the overhead of creatingand starting a new process. Finally, there is the need to correctly route messages sent to the process duringand after migration.A more detailed overview of process migration de-sign issues may be found in˚[20], an annotatedbibliography in˚[22], and a survey of systemsproviding process or object migration in˚[21].3Overview of AmoebaAmoeba is a distributed operating system which hasbeen under development at the Vrije Universiteit,Amsterdam since 1981. The current version,Amoeba˚5, runs on Intel 80x86, Motorola 680x0, andSPARC platforms. In addition to research into dis-tributed operating systems, Amoeba has been used forthe implementation of parallel algorithms and as aplatform for a distributed programming language,Orca˚[23, 24]. An excellent exposition of Amoebacan be found in˚[25]. In this section, we brieflysummarise Amoeba concepts to give the backgroundneeded for the remainder of the paper.3.1Amoeba conceptsLocation transparency: Amoeba is a distributedoperating system as defined in˚[26]. It provideslocation transparency - neither end-users, norapplication programs, need to know the location of theobjects (including processes) being addressed.Microkernel design: The Amoeba kernel containsrelatively little functionality, with most traditionaloperating system functions carried out in serverprocesses. The kernel performs low-level memorymanagement, process scheduling, inter-processcommunication, and input/output device handling.Objects, servers and capabilities: Amoeba is anobject-based operating system. Objects are managedby servers, one for each type of object. In order toperform an operation on an object, it is necessary tohave a capability for that object, identifying both theserver managing the object (by means of a port in-cluded in the capability) and the object itself. Amoebahas a number of standard servers, including the Bulletfile server˚[27], the Soap directory server˚[28], aprocess server and a time-of-day server. Servers mayalso be written by users when developing newapplications.Remote procedure call: Amoeba�s basic mecha-nism for inter-process communication is the RemoteProcedure Call or RPC˚[29]. This is implementedusing synchronous message passing - a client processsends a request message to a server, which carries outthe request and responds with a reply message. InAmoeba, this exchange of messages is known as atransaction.Amoeba RPC is based on three system calls. Theclient process uses trans to send a request and wait forthe reply. The server uses getreq to indicate its readi-ness to receive a request on a specific port, and putrepto send the reply message. All three calls are block-ing. Amoeba uses �at-most-once� semantics - if aclient does not receive a reply, it does not knowwhether the request has been carried out, but it is as-sured that the request has not been carried out morethan once.Fast local internet protocol (FLIP): The RPCmechanism is layered on top of a network protocolknown as FLIP˚[30]. This provides processes withhost-independent network addresses, which canmigrate with processes. The RPC layer in Amoeba˚5maps ports to FLIP addresses rather than to hosts.The port is a permanent address for a service, whereasthe FLIP address is associated with a particularincarnation of a process. The FLIP layer uses abroadcast mechanism to bind an address to a host, andcaches the resulting mapping.FLIP also provides multicast primitives, which areused in Amoeba˚5 to implement an atomic groupcommunication facility.Processes and threads: The unit of execution isthe process. A process resides completely on one hostprocessor; several processes may co-exist on one host.A process occupies one or more memory segmentswhich together constitute its address space. All seg-ments for a process reside in physical memory for theentire period of time that the process exists - virtualmemory is not provided. Memory management hard-ware is however used for protection and relocation.A process may have several threads of executionwithin its address space. Synchronisation betweenthreads uses mutexes, with defined operations lock andunlock. Multithreading is used to provide the paral-lelism that is otherwise lost by virtue of the syn-chronous nature of the RPC mechanism.Process server: The functions of process man-agement are performed by a process server which runsin each host. The process server runs in kernel modebecause of its need to carry out privileged functions.In order to perform process-related functions such asprocess creation, clients perform RPC transactionswith the appropriate process server.3.2Amoeba as a platform for processmigrationAmoeba was not originally designed and implementedwith process migration in mind. We have thereforehad to retrofit process migration to an existing operat-ing system. While this has caused some difficulties,Amoeba has nonetheless proved to be a suitable plat-form for implementing process migration. The rea-sons for this are:¥ The microkernel design means that the kernelkeeps relatively little process state; in particular, allfile and device access uses RPC or group transactionsto servers, so that the state of a process�s input / outputis completely described by its communication state;¥ The fact that FLIP uses host-independent net-work addresses;¥ The existence of a process checkpoint mecha-nism ( see section˚5.1) which allows the kernel stateand memory contents of a process to be extracted andsent across the network.The last two features were introduced in the cur-rent release, Amoeba˚5, with process migration inmind, though this was not implemented.

4Design GoalsThis section presents the goals of our design. Moredetail on the design is to be found in˚[1].Separation of policy and mechanism: We sepa-rate process migration policy from process migrationmechanism. The mechanism is concerned with howmigration is carried out, the policy is concerned withwhen and where to migrate which process. Separatingthem allows implementation of, and experimentationwith, a range of process migration policies using onegeneral mechanism. Moreover, it allows the policiesto be implemented completely in user-level processes,whereas implementation of the mechanism involvesmodifications to the operating system kernel. Our in-terface between policy and mechanism is straightfor-ward, requiring a policy to specify P - the process tobe migrated, S - the source host, and D - the destina-tion host.User-level implementation: It is desirable to im-plement process migration as much as possible inuser-level processes, noting however that implemen-tation of the mechanism involves kernel modifica-tions.Location transparency: In a distributed operatingsystem, users, and user processes, should not be con-cerned with where processes run - the operating sys-tem presents the abstraction of a single unified sys-tem˚[26]. Nor therefore should they be concernedwith the occurrence of process migration. Our designgoal is complete transparency - neither the processbeing migrated, nor processes with which it iscommunicating, should be aware of the occurrence ofmigration; no special programming should be re-quired, and no programming restrictions imposed.Existing programs should not have to be recompiledor relinked in order to take part in process migration.Residual dependencies: A residual dependencyoccurs when the migrated process continues to havesome dependency on the host from which it migrated.For example, this may be used for redirection fromsource to destination host of messages intended for theprocess. Residual dependencies are undesirable forreasons of performance and fault-tolerance. Our goalis to leave no residual dependencies.Performance: The implementation of process mi-gration should be achieved with maximum possibleefficiency. The ideal would be to achieve an overheadcomparable to that of low-level process scheduling,but this is unattainable using 10˚Mbps Ethernet. Amore modest and realistic goal is for the overhead tobe comparable with that of process creation on thedestination host.Homogeneous versus heterogeneous migration:In homogeneous migration, processes are migratedbetween processors of the same architecture, whereasheterogeneous migration allows processes to be mi-grated from one architecture to another. We restrictourselves to homogeneous migration. While there hasbeen some work on heterogeneous migration, for ex-ample˚[31], this has of necessity been restricted inscope, since it is clearly difficult to translate theexecution state of an arbitrary process from onemachine architecture to another.5ImplementationMigrating a process requires in essence (a)˚transfer ofthe complete state of the process from source host todestination host; (b)˚ensuring that messages for theprocess are directed to the destination host.5.1Transfer of StateThe complete state of an Amoeba process consists ofuser state plus kernel state. The user state of a processis described completely by the contents of its memorysegments plus the registers for each thread, and can bemigrated by ensuring that its (virtual) memory ad-dresses are the same on the destination host as theywere on the source host. Kernel state includes thestate of the process�s communication with other pro-cesses, and therefore its input / output.Checkpoint / restart mechanism: Amoeba has anexisting checkpoint / restart mechanism with much ofthe functionality required for process migration˚[32,33]. Any process with a suitable capability for atarget process to be checkpointed can send a stunmessage to that process. The result is that the processis suspended and a checkpoint message is sent to thetarget process�s owner (eg a shell), containing thekernel state of the target process (register contents foreach thread, capabilities for its memory segments,etc). The owner may then terminate the process orresume it. The segment capabilities give access to thememory of the target process by means of RPCtransactions to its process server. This is typicallyused to produce a memory dump on disk, or (by adebugger) to read and/or alter memory contents beforeresuming execution.The checkpoint message may also be presented toa low-level process creation primitive (pro_exec) torequest creation of a new process on a host with thesame architecture. Pro_exec is a RPC to the processserver on the new host, which performs RPC�s to theprocess server on the original host in order to read theoriginal process�s segments; these, plus the kernelstate in the checkpoint message, define the initial stateof the new process.When used in this way, checkpoint in fact providesa rudimentary process migration mechanism. It issimple to write a migration server which stuns a pro-cess, collects the checkpoint, presents that to the des-tination host as a new process, and terminates the pro-cess on the source host.Not surprisingly therefore, the checkpoint mecha-nism provides the basis of our process migration im-plementation. However the mechanism as it stands isincomplete. In the first place, the checkpoint messagedoes not contain all of the kernel state - in particular,communication state is not included, so that the newprocess cannot complete RPC transactions in whichthe original process was engaged. Secondly, no pro-vision is made for the fact that processes in communication with the migrating process may experience ahiatus in communication while migration is going on.Migration checkpoint / restart: In order to over-come these shortcomings we implemented a migrationcheckpoint mechanism, which is a straightforward (inprinciple) variant of the normal mechanism. The mainpoints to be noted are:¥The migration variant of stun extracts RPCcommunication state from the kernel on the sourcehost and includes it in the checkpoint message;¥A new process restart primitive (pro_migexec)has been implemented: this is similar to the existingpro_exec for process execution, but also installs thecommunication state into the kernel on the destinationhost (see 5.2)¥A flag is set in the source kernel to indicate thatthe process is being migrated; this is used by thecommunication software to reject attempts to send amessage to the process (see 5.2).System call: A difficulty in encapsulating and mi-grating kernel state arises when a thread is in a systemcall in the kernel, either executing a system call orblocked (execution suspended) waiting for someevent. In either case the kernel state includes kernelexecution information such as return addresses andprocedure parameters for kernel procedures. This in-formation is difficult to migrate; in particular, kerneladdresses are not in general the same on differenthosts.Fortunately, most system calls are of short durationand it is satisfactory to let them complete beforecheckpointing the process. The problem arises withthe remaining system calls - those that may block athread. The calls in this category perform communi-cation and thread synchronisation functions. It is notsatisfactory to wait until these complete, since the de-lay can be indefinitely long (it is legitimate for aserver under Amoeba to take a very long time to replyto a request).The designers of the checkpoint mechanism, facedwith this difficulty, implemented two types of stun - anormal stun, which waits for system calls to complete,and an emergency stun, which aborts a system call if athread is blocked in it. Unfortunately neither is idealfor our purposes - with normal stun migration couldtake indefinitely long, and with emergency stun theprocess may see an error response from a system callafter migration.The best solution would obviously be one whichallows blocked system calls to continue properly aftermigration. This would require a redesign of the sys-tem call mechanism, so that the kernel state of ablocked thread could be encapsulated in a mannerwhich can be migrated (for example, no kernel ad-dresses). While this is clearly possible in principle, itis a task we were unwilling to attempt in the timeavailable to us. We have therefore chosen to adoptemergency stun for process migration, accepting theloss of a degree of transparency.The consequences of this decision are that a pro-cess may receive an error return from a blocking sys-tem call as a result, not of a genuine error but of pro-cess migration. In many cases, this will not mattervery much, and a process programmed to deal withnormal error conditions will not need to be changed atall to handle the additional error case.The main potential problem is where a RPC transcall is aborted - the migrating process has no way ofknowing whether or not the requested action has beencarried out. If the action is an idempotent one (eg readfrom a specified position in a file), then it is safe torepeat it; programs would typically retry idempotenttransactions several times at an error return. For anon-idempotent action however (eg append a record toa file), any recovery action is dependent on the appli-cation logic; the simplest action is to report an errorand terminate.Aborting the RPC putrep call (if a server is mi-grated when it is sending a reply) has a similar effect.The server after migration will not be able to repeatthe call; its client will see a trans failure and will haveto deal with it as above. However, the RPC protocolsdo guarantee that under these circumstances a replywill not be partially delivered, nor will it be deliveredmore than once.In fact, the impact of this loss of transparency isless than might be supposed; robust applications needin any case to have a way of dealing with transient er-ror conditions caused by network failure / congestionor server overload, for example by avoiding non-idempotent transactions. Process migration simplyadds another cause of transient error.Transfer of memory image: Most of the time re-quired for process migration is spent copying thememory image of the process from source to destina-tion, since this is limited by network speeds.Implementations of process migration have used vari-ous techniques in an attempt to reduce this cost.Perhaps the most effective potentially is lazy copyingas implemented in Accent˚[11] and Sprite˚[7], inwhich pages of the process address space are movedto the destination host only when referenced. Theadvantages and disadvantages of this and othertechniques are discussed briefly in˚[1], and in moredetail in˚[20].In the case of Amoeba, we have limited ourselvesto a straightforward implementation - the memory istransferred in its entirety after the process has beensuspended, and before execution is restarted on thedestination host. This is partly for pragmatic reasons -it is simplest to implement, and other methods dependon virtual memory, which has not been implementedfor Amoeba. However, it should be noted firstly thatthe overhead of the more complex methods will onlybe worthwhile if a substantial proportion of the pro-cess�s memory remains unreferenced. Secondly, lazycopying either imposes a residual dependency (as inAccent) which we wish to avoid, or requires that alldirty pages of the process be flushed to disk (as inSprite), which imposes its own performance penalty.Thirdly, in Amoeba it is normal for a new process tobe created on a different host (often an idle host) fromthe one used by the process requesting the creation.We feel that it is acceptable for the time taken by pro-cess migration to be comparable to that taken by re-mote process creation.

Given this decision, it is important that the over-head of memory transfer be kept low - the speed oftransfer should be as close as possible to that whichthe networking hardware allows. Achievement of thisaim is helped by the performance of the RPC mecha-nism as reported in˚[25]. However, it is necessary totake care that additional overhead is not imposed bythe process migration mechanism. In particular,copying of large blocks of memory to and from RPCbuffers should be avoided - the optimum solution isfor RPC to transfer directly from the memory segmenton the source host to the memory segment on thedestination host. This is the design we decided on andreported in our previous paper˚[1]. We subsequentlydiscovered that the pro_exec primitive in Amoeba˚5already does exactly this, and so no additional workwas required.5.2Communication with a MigratingProcessThe goal that migration should be transparent appliesnot only to the migrating process, but also to processescommunicating with it. These processes should re-main unaware of the migration, and be able to con-tinue communication without any logical break. It isvalid however for migration to cause communicationdelay - Amoeba is not a real-time operating system,and process migration is one of a number of potentialcauses of a communication time which is greater thannormal.The Amoeba communication mechanisms are RPCand group communications, both layered on a lower-level FLIP protocol, as described in section˚3.1. Thereare no other input / output mechanisms in Amoeba;for example file operations are performed using RPCto a file server. At this stage we have restricted ourmigration implementation to dealing explicitly withRPC communications - group communications havebeen excluded. As far as we know there would be nosignificant new problems in dealing equally with themigration of processes engaged in group communica-tion, but we have not spent the time required to inves-tigate it.It is necessary to consider the communication con-sequences of process migration both after migration ofa process has completed (successfully or otherwise),and while a process is being migrated.Communication after successful completion ofmigration: To avoid residual dependencies, commu-nication after migration needs to be directly to andfrom the destination host, without relying on thesource host to relay messages. This imposes two re-quirements: (a)˚the communication services for pro-cesses communicating with the migrated process mustcorrectly route messages to the new host;(b)˚communication state must be migrated with theprocess.In fact, the existing FLIP protocol was designedwith process migration in mind, and already satisfiesrequirement˚(a). FLIP network addresses are location-independent, and FLIP uses a broadcast mechanism tofind the host for a given address Normally this onlyhappens the first time a process sends to a new ad-dress; the binding is then cached to avoid furtherbroadcasts. However, when FLIP discovers that acached binding is no longer valid, it repeats this pro-cedure.In our implementation, communication state ismigrated as part of the extended checkpoint messageproduced by our migration variant of stun. An impor-tant item of communication state to be migrated is theFLIP address, of which there is one per process. Theother items migrated define the state ofcommunication being carried out by each thread of theprocess immediately before migration.Communication during migration: Migration ofa process takes a finite amount of time to complete.During this time, other processes may attempt tocommunicate with it on the source host, by sending arequest message or returning a reply message. Theprocess can deal with these messages only after com-pletion of the migration. There are at least two waysof dealing with them:¥Queue the messages on the source and latertransfer the queue to the destination, where they willbe delivered when the process is restarted;¥Reject them and depend on the sender of themessage to retransmit later.The former method has the advantage of trans-parency, but can lead to substantial memory andcommunications overhead when there are large mes-sages. It is also considerably more difficult to imple-ment, given that Amoeba does not otherwise buffermessages.For these reasons, the method chosen was the lat-ter, using a busy status response to indicate that theprocess is temporarily unavailable to receive mes-sages. This is not an error condition, and the sender isexpected to handle this case by trying again later.Because the retry cannot lead to multiple delivery, itcan safely be incorporated into the FLIP communica-tion layer and is therefore completely transparent toapplication programs. This adds one message(FLIP_BUSY) to the FLIP protocol of˚[30]. Note thatbecause it is implemented at the FLIP level, thistechnique applies equally to RPC request and replymessages.Communication after failure of migration:Since process migration may fail for a variety of rea-sons, it must be possible for communication with theprocess to be reinstated normally when it resumes ex-ecution on its source machine. There is no need tohandle this case specially - the mechanisms in theprevious sections work equally well when the processresumes execution without having migrated.6User-Level versus Kernel-LevelImplementationThe implementation as described so far involveschanges to the kernel and the process server whichruns in kernel mode. What remains is to control andcoordinate the series of actions needed to migrate aprocess. This is the function of the migration server,which can operate as a user-level process. The migration server receives a migration request from a processexecuting some migration policy. It performs the re-quested migration by means of a sequence of RPC�swith the process servers on the source and destinationhosts. On completion (successful or otherwise), itreplies to the migration request.When performance tests are carried out, however,a problem becomes apparent with this approach.Process migration becomes slow when the source hosthas one or more compute-intensive processes in addi-tion to the process to be migrated. These are of coursejust the conditions under which process migration ismost likely.This phenomenon is a somewhat subtle effect ofthe algorithm used by the Amoeba process scheduler.The scheduler gives priority to kernel-level processes,and uses a round-robin algorithm with fixed 100˚mstimeslices for user processes. In effect, this favourscompute-intensive processes (each of which alwaysgets a full timeslice) over RPC-intensive processes(which generally do only a small amount ofcomputing before being blocked). For the migrationmechanism, the negative effect on performance comesabout because much of the work performed in stun-ning a process for migration is done by code runningas part of the user process itself; specifically, the gen-eration and sending of the checkpoint message is donethis way, and so the process to be migrated is, for ashort period, RPC-intensive.We investigated two approaches to this problem:change the scheduler, or move the migration server tothe kernel. Changing the process scheduler allows themigration server to remain a user-level process. Italso has the attraction that it is capable of improvingall cases in which RPC-intensive processes competewith compute-intensive processes on one host. Thechange we made was to give higher priority (for nomore than one timeslice) to a process thread when itbecomes unblocked after transmission or reception ofa FLIP packet. Experiments showed that this couldgreatly improve the performance of RPC-intensiveprocesses. However, this solution introduces a changeto the semantics of thread scheduling (threads within aprocess may use preemptive priority-based schedul-ing), and so we have not at this stage pursued this so-lution further.Instead we have chosen to solve this problem bymoving the remainder of the migration mechanism tothe process server, which runs as a kernel-level threadand therefore has priority over user processes. Thisalso has the advantage that the implementation is a lit-tle simpler (being confined to one server), and it im-proves efficiency by reducing the number of RPC�srequired. Our performance results (section˚7) confirmthat this solution is always faster than that based on auser-level migration server, and is much faster in thepresence of compute-intensive processes.7Performance Results7.1Amoeba ResultsAll performance tests were carried out with Intel ar-chitecture PC�s using the ISA bus and 3Com EtherlinkII network adapters on an isolated Ethernet networkoperating at 10˚Mbps. One 386 computer (33˚Mhz)was used to run the file, directory and other ancillaryAmoeba servers; three dedicated diskless 386 comput-ers (40˚Mhz) took part in the process migration exper-iments - one as the source host, one as the destinationhost, and the third for the migration server (whereused). Elapsed times were measured using system callsys_milli, whose granularity (on PC�s) is 50˚ms.Three artificial processes were created to allow usto observe the impact on migration time of variousworkloads on the source host. One is compute-inten-sive (an infinite loop). The other two are a client-server pair which perform null RPC�s at maximumspeed; when used these run on the same machine (inorder not to affect network traffic) and execute ap-proximately 100˚RPC�s per second.The experiments measured how the speed of mi-gration depends on process size, source host workload,and whether the migration server is in user-space orkernel-space. Experiments were done (i)˚with thesource host idle, (ii)˚with one compute-intensive pro-cess on the source host; (iii)˚with a pair of RPC-inten-sive processes on the source host. These were doneonce with the user-space migration server (running ona third computer), and again with the migration mech-anism incorporated into the process server, giving atotal of six sets of results. In all cases the destinationhost was idle. All timing runs were performed tentimes and averaged; the results proved highly repeat-able, with occasional variations, attributed to periodicnetwork activity by the Amoeba object manager, ex-cluded from the averages.The results are summarised in Figure 1. Theyshow that in all cases the kernel solution is faster thanthe user-level solution. The difference is relativelysmall (approximately 300˚ms) in most cases, but be-comes large (around 1500˚ms) when the source hosthas a compute-intensive process. The kernel-level so-lution is almost unaffected by the variation in sourcehost workload. The reasons for this were discussed insection˚6. Intriguingly, in the presence of RPC-inten-sive processes on the source host, migration is slightlyfaster than it is with an idle host. This is counter-intu-itive; we have not investigated it, but it appears to besome subtle interaction between the RPC mechanismand the process scheduler.For comparison, running the standard Amoeba testsuite on our configuration gives a RPC throughput of250˚Kbytes per second (20% of raw Ethernet speed).Our time of approximately 4˚seconds to migrate a1˚Mbyte process is therefore totally determined byRPC speed. We believe that the RPC speed in turn islimited by the (8-bit) network adapters we use - theAmoeba developers recently reported to us a RPCthroughput of 1˚Mbyte per second (80% of raw

Ethernet speed) using Sparc processors with fast net-work adapters.Process Size (KB)

Migration Time (msec)0500100015002000250030003500400045005000020040060080010001200Kernel/loopKernel/RPCUser/loopUser/RPCKernel/idleUser/idleFigure 1: Process Migration times versus process size, source workload, and migration mechanism7.2C o m p a r i s o n w i t h O t h e r ImplementationsOur results, for the kernel-space implementation on anidle source host, are well approximated by:Amoeba: T = 47 + 3.8mwhere T is the migration time in milliseconds, and mthe process size in Kbytes.The published performance of some other imple-mentations is as follows:Accent: T = 1180 + 115vV: T = 80 + 6vCharlotte: T = 45 + 78p + 6.1v + 9.9r + 1.7qSprite: T = 76 + 9.4f + 0.48fs + 0.66vMach: T = 150 + 48n + 22.8rr + 5.5sr + 5.5sor + 58twhere v is the virtual memory size of the process inKbytes, f is the number of open files, fs is file size inKbytes. (The other parameters are each specific toone implementation and their effect is minor.)For 100 Kbyte processes, these typically amountto:Amoeba: 430˚ms; V: 650˚ms; Charlotte: 750˚ms;Sprite: 330˚ms; Mach: 500˚ms.Not too much should be read into this comparison,as the tests were carried out at different times andbased on different hardware. As already noted, thelimiting factor in our implementation is the speed ofthe Ethernet adapters used, not the design of themechanism itself; we would expect very significantimprovements with faster networking hardware. Nodoubt improvements are also possible in the otherimplementations with improved hardware.8Summary and Conclusions8.1Review of Design GoalsIn Section˚4 we presented our design goals. Here wereview to what extent these goals have been met.Separation of policy and mechanism: This has beenachieved by implementing the mechanism in a serverand presenting a RPC interface to policy processes.User-level implementation: Though it is possible toplace part of the mechanism in a user-level process, we concluded finally that it was better to place themechanism completely in a kernel-level process forperformance reasons; the conclusion might have beendifferent if Amoeba had a process scheduler bettersuited to RPC-intensive processes.Location transparency: As already discussed, we fallshort of this goal in two respects. Firstly, we do notmigrate group communication state, though we be-lieve it will be straightforward to add this to our im-plementation. More seriously, migration is not com-pletely transparent to a process migrated whileblocked in a trans system call. More experience in themigration of a variety of processes is needed to assesshow much this matters in practice.Residual dependencies: Our process migration mech-anism makes no use of residual dependencies.Performance: Our implementation is limited only bynetworking speed; it remains to be seen to what extentthis remains true for faster networks.8.2LessonsSome lessons are to be learned from our experiences:1Our implementation shows that it is possible toachieve good performance from process migration us-ing a careful but essentially straightforward design.2The principal difficulties with process migra-tion are the encapsulation and migration of kernelstate (including input/output state), and the redirectionof inter-process communication. These are best dealtwith by being designed into the system from the be-ginning, as in MOSIX˚[15] and RHODOS˚[34].Failing that, a microkernel system offers theadvantage of reduced kernel state and, often, networktransparency. Even so, difficulties remain - none ofthe three microkernel implementations of which weare aware are completely satisfactory. The Machimplementation˚[17], like ours, aborts threads inkernel state and in addition leaves residualdependencies on the source host when migrating aUnix process. The implementation for Chorus˚[16]deals with system calls by waiting for them tocomplete. In the case of Amoeba, we believe acomplete implementation is feasible, but requiresmore resources than we had available for this work.3More generally, our experience shows onceagain the effort required as outsiders to make a signif-icant enhancement to a complex piece of softwaresuch as a distributed operating system. Though wehave good access to the Amoeba team at VrijeUniversiteit and have the complete documentation andsource code, it took time to obtain the grasp ofAmoeba internals required to design and implementour work. The implementation as described in thispaper is the result of experience gained with two ear-lier prototypes.4Finally, the importance of experimental workin the study of distributed systems is reinforced.Many complex and subtle interactions between thecomponents of a system are only found by building aproposed design and testing it - the unanticipated in-teraction between the process scheduler and the user-level migration server, though readily explainable af-ter the event, is a small example of this.8.3AcknowledgmentsWe are grateful for the assistance of AndrewTanenbaum and the members of the Amoeba project,past and present, in making Amoeba available and inproviding support and information. Greg Sharp inparticular deserves special thanks for his continuingpatience and prompt responses to questions. Thanksare also due to the School of Computer andInformation Science at the University of SouthAustralia and the Stefan Batory Foundation inWarsaw for helping to fund the visit of two of us tothe University of South Australia, and to the Instituteof Informatics at Warsaw University for facilitatingthe visit and for the use of its resources.9References[1]C.F. Steketee, W.P. Zhu and P.A. Moseley,�Implementation of Process Migration in Amoeba�, inProc. 14th International Conference on DistributedComputing Systems. Poznan, Poland, IEEE ComputerSociety Press, pp. 194-201, 1994.[2]W.P. Zhu, C. Steketee and B. Muilwijk, �Loadbalancing and workstation autonomy on Amoeba�.Australian Computer Science Communications. vol.17, pp. 588-597, 1995.[3]W.P. Zhu and C.F. Steketee, �An ExperimentalStudy of Load Balancing on Amoeba�, in Proc. AizuInternational Symposium on Parallel Algorithms /Architecture Synthesis. Aizu-Wakamatsu, Japan,IEEE Computer Society Press, pp. 220-226, 1995.[4]D.L. Eager, E.D. Lazowska and J. Zahorjan,�The Limited Performance Benefits of MigratingActive Processes for Load Sharing�, in Proc. ACMSIGMETRICS 1988. pp. 63-72, 1988.[5]W.E. Leland and T.J. Ott, �Load-balancingHeuristics and Process Behavior�, in Proc.PERFORMANCE’86 and ACM SIGMETRICS 1986.1986.[6]P. Krueger and M. Livny, �A Comparison ofPreemptive and Non-Preemptive Load Distributing�,in Proc. 8th International Conference on DistributedComputer Systems. 1988.[7]F. Douglis and J. Ousterhout, �TransparentProcess Migration: Design Alternatives and the SpriteImplementation�. Software - Practice andExperience. vol. 21, no. 8, pp. 757-785, 1991.[8]M.L. Powell and B.T. Miller, �ProcessMigration in DEMOS/MP�, in Proc. 9th ACMSymposium on Operating System Principles. 1983.[9]Y. Artsy and R. Finkel, �Designing a ProcessMigration Facility: the Charlotte Experience�.Computer. vol. 22, no. 9, pp. 47-56, 1989.

[10]M.M. Theimer, K.A. Lantz and D.R. Cheriton,�Preemptable Remote Execution Facilities for the V-System�, in Proc. 10th Symposium on OperatingSystem Principles. pp. 2-12, 1985.[11]E. Zayas, �Attacking the Process MigrationBottleneck�, in Proc. 11th ACM Symposium onOperating Systems Principles. Austin, TX, ACM, pp.13-22, 1987.[12]G. Thiel, �LOCUS Operating System, aTransparent System�. Computer Communications.1991.[13]P.K. Sinha, �Process Migration in theGALAXY Distributed Operating System�, in Proc.5th International Parallel Processing Symposium. pp.611-618, 1991.[14]M. Litzkow and M. Solomon, �SupportingCheckpointing and Process Migration Outside theUNIX Kernel�, in Proc. USENIX Winter Conference.San Francisco, pp. 283-290, 1992.[15]A. Barak, S. Guday and R.G. Wheeler, �TheMOSIX Distributed Operating System: LoadBalancing for Unix�, Lecture Notes in ComputerScience 672. Springer-Verlag, 1993.[16]M. O’Connor, B. Tangney, V. Cahill and N.Harris, �Microkernel Support for Migration�.Distributed Systems Engineering Journal. 1993.[17]D. Milojicic, W. Zint, A. Dangel and P. Giese,�Task Migration on the Top of the MachMicrokernel�, in Proc. MACH III Symposium. SanteFe, NM, USENIX, pp. 273-289, 1993.[18]H. Schrimpf, �Migration of Processes, Files,and Virtual Devices in the MDX Operating System�.Operating Systems Review. vol. 29, pp. 70-81, April1995.[19]J.M. Smith, �A Survey of Process MigrationMechanisms�. ACM Operating System Review. vol.22, no. 3, pp. 28-40, 1988.[20]M.R. Eskicioglu, �Design Issues of ProcessMigration Facilities in Distributed Systems�. IEEEComputer Society Technical Committee on OperatingSystems Newsletter. vol. 4, no. 2, 1990.[21]M. Nuttall, �A brief survey of systemsproviding process or object migration facilities�.Operating Systems Review. vol. 28, no. 4, pp. 64-80,Oct. 1994.[22]M.R. Eskicioglu and L.-F. Cabrera, �ProcessMigration: An Annotated Bibliography�. IEEEComputer Society Technical Committee on OperatingSystems Newsletter. vol. 4, no. 4, 1990.[23]H.E. Bal, A.S. Tanenbaum and M.F. Kaashoek,�Experiences with Distributed Programming in Orca�,in Proc. IEEE CS International Conference onComputer Languages. New Orleans, Louisiana, 1990.[24]H.E. Bal, A.S. Tanenbaum and M.F. Kaashoek,�Orca: A Language for Distributed Programming�.SIGPLAN Notices. vol. 25, no. 5, pp. 17-24, 1990.[25]A.S. Tanenbaum, et al., �Experiences with theAmoeba Distributed Operating System�.Communications of the ACM. vol. 33, no. 12, 1990.[26]A.S. Tanenbaum and R. van Renesse,�Distributed Operating Systems�. ComputingSurveys. vol. 17, no. 4, pp. 419-470, 1985.[27]R. van Renesse, A.S. Tanenbaum and A.Wilschut, �The Design of a High-Performance FileServer�, in Proc. 9th International Conference onDistributed Computer Systems. IEEE, pp. 22-27,1989.[28]R. van Renesse, �The Functional ProcessingModel�. PhD thesis, Vrije Universiteit, Amsterdam,1989.[29]A.D. Birrell and B.J. Nelson, �ImplementingRemote Procedure Calls�. ACM Transactions onComputer Systems. vol. 2, no. 1, pp. 39-59, 1984.[30]M.F. Kaashoek, R. van Renesse, H. vanStaveren and A.S. Tanenbaum, �FLIP: AnInternetwork Protocol for Supporting DistributedSystems�. ACM Transactions on Computer Systems.vol. 11, no. 1, pp. 73-106, 1993.[31]M.M. Theimer and B. Hayes, �HeterogeneousProcess Migration by Recompilation�, in Proc. 11thInternational Conference on Distributed ComputingSystems. pp. 18-27, 1991.[32]G. Sharp (ed.) Amoeba Reference Manual,Vrije Universiteit en Stichting MathematischCentrum, 1995.[33]S.J. Mullender, �Process Management in aDistributed Operating System�, in InternationalWorkshop on Experiences with Distributed Systems,Lecture Notes in Computer Science 309. Springer-Verlag, 1989.[34]W. Zhu and A. Goscinski, �The Developmentof the Load Balancing Server and Process MigrationManager for RHODOS�. Technical Report CS90/47,Department of Computer Science, University College,University of New South Wales, 1990.